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I. 



The Law 



A. The Protective Order 

The Court signed the Protective Order for Classified Information on 16 March 2012. See 
Appellate Exhibit XXX11. Under paragraph 3(1), the defense is required "to provide the trial 
counsel with the names of any intended recipient(s) and notice of the classified information that 
is expected to be disclosed or elicited pursuant to MRE 505(h)(3)." Appellate Exhibit XXXII, at 
6. 

B. MRE 505 

Under MRE 505(h)(1), if the accused reasonably expects to disclose or to cause the 
disclosure of classified information in any manner in connection with a court-martial proceeding, 
he must provide notice to the trial counsel in writing of his intention. MRE 505(h)(1). This 
notice must include a brief description of the classified information and "must state, with 
particularity, which items of classified information [the accused] reasonably expects will be 
revealed by his defense." MRE 505(h)(3). A general statement "of the areas about which 
evidence may be introduced" is not sufficient. Id. 

The accused's notice under MRE 505(h) allows the prosecution to consider the relevance 
of the classified information and, if required, motion the court for an in camera proceeding 
concerning the use at any proceeding of the classified information identified by the accused. See 
MRE 505(i)(2). 

In order to obtain an in camera proceeding, the prosecution must be able to demonstrate 
that disclosure of the information reasonably could be expected to cause damage to the national 
security. MRE 505(i)(3). This showing is typically achieved through a classification review of 
the information identified by the defense notice to the prosecution. See MRE 505(i)(3) ("The 
affidavit shall demonstrate that disclosure of the information reasonably could be expected to 
cause damage to the national security in the degree required to warrant classification under the 
applicable executive order, statute, or regulation."). Classified information is not subject to 
disclosure unless the information is relevant and necessary to an element of the offense or a 
legally cognizable defense and is otherwise admissible in evidence. MRE 505(i)(4)(B). 

By way of example, in this case, the starting point for specificity for documentary 
evidence could be a unique report key for CIDNE records or a unique message record number ^ r 
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for Department of State cables. In any event, if it is unclear as to which specific items of 
classified information are at issue, the United States cannot make a determination whether to 
concede the relevance, necessity, or admissibility of the information or, in the alternative, request 
a classification review from the relevant OCA and move the court for an in camera proceeding 
under MRE 505(i). 

Further, without knowing the witnesses the defense intends to use to disclose classified 
information during trial, the prosecution is not fully able to contemplate what other classified 
information may be revealed by cross-examination, which could potentially vary by witness, or 
various other issues raised by the disclosure of classified information. 

II. Outstanding Notice Requirements IAW the Protective Order and MRE 505 

The prosecution requires the following notice under the protective order and MRE 505: 

a. Notice of classified information the defense intends to di scuss with its own witnesses 
during interviews and notice of classified information the defense intends to elicit from its own 
witness during trial. This notice should identify the specific witness, the specific classified 
document(s) the defense intends to discuss with its witness, and any other potentially classified 
information the defense intends to either disclose to the witness or intends to elicit from the 
witness during interviews and during trial. 

b. Notice of classified information the defense intends to discuss with Government 
witnesses during interviews. This notice should identify the specific witness, the specific 
classified document(s) the defense intends to discuss with the witness, and any other potentially 
classified information the defense intends to either disclose to the witness or intends to elicit 
from the witness during interviews. 

c. Notice of classified information the defense intends to disclose during trial through 
Government witness testimony. This notice should identify the specific witness, the specific 
classified document(s) the defense intends to discuss with the witness, and any other potentially 
classified information the defense intends to elicit from the witness during trial. 

III. Importance of Adequate Notice 

Adequate notice drives the procedures under MRE 505. It focuses the issues for the 
parties and the Court and contributes to the efficiency of the proceedings. Without adequate 
notice, the prosecution is left to guess what the accused means by the notice provided and results 
in delays of the Original Classification Authorities' decision whether to authorize disclosure or 
invoke the privilege. That uncertainty delays the classification review process, which in turn 
delays the ability of the prosecution to motion the Court to hold an in camera proceeding under 
MRE 505(i), if the privilege is invoked. 
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IV. Procedural Steps 



The following are the procedures derived from MRE 505(h)(3) that the defense must 
follow in order to use classified information during witness interviews and to disclose at trial: 1 

a. STEP 1 : The defense must provide adequate notice, including identifying with 
specificity what classified information is at stake and with what witness. This includes 
documents and expected testimony. If the witness is not a government employee and does not 
have a security clearance, the prosecution may oppose the proposed disclosure or initiate a 
security clearance investigation. A security clearance investigation of a civilian unaffiliated with 
the United States Government could take a minimum of 60 days to process, if approved. 

b. STEP 2: Assuming the information is relevant to the merits or sentencing, the 
prosecution must vet the information with the owning entity to determine if it is classified and/or 
properly classified. If a preliminary review has not been initiated, the owning entity must 
conduct a preliminary classification review. This process may take approximately 45-60 days. 

c. STEP 3 : If the agency owning the information determines that it does not authorize 
disclosure of the information during trial, it must invoke the privilege. The prosecution must 
motion the court for an in camera proceeding concerning the use of the information at trial IAW 
MRE 505(i)(2). Prior to the motion, the prosecution must obtain an affidavit demonstrating the 
national security nature of the information. MRE 505(i)(3). This affidavit will likely be 
produced at the same time as the preliminary classification review described above in STEP 2. 
Additionally, the prosecution must consult with the head of the executive or military department 
or government agency to obtain authorization to claim the privilege. This process may take 
approximately 30-60 days, although the prosecution estimates 30 days in this case. 

d. STEP 4: If the prosecution establishes the national security nature of the information 
by affidavit, and the head of the executive or military department or government agency directs 
the prosecution to invoke the privileged, the Court will conduct an in camera proceeding. Prior 
to the in camera proceeding, the prosecution will provide the defense notice of the information 
that will be at issue. Both parties must then be given the opportunity to file briefs on the issue. 
MRE 505(i)(4)(A). 



V. Requested Timeline 



The last MRE 505(h) notice was scheduled for 15 October 2012 with any MRE 505(h) 
motions to be filed on 7 December 2012 and responded to on 21 December 2012, with the MRE 
505(i) litigation scheduled for the 14-18 January 2013 session. This schedule allotted almost 
sixty days to complete the processes discussed above, as the prosecution repeatedly represented, 



1 This list is meant to describe some of the contingencies surrounding the use of classified information in 
preparation for trial and at trial, and is not meant to be an exhaustive list. Due to the complexity of using classified 
information in preparation for and at trial, it is impossible to plan for every contingency. 

2 This does not apply to information that already has a classification review, e.g., the charged documents. 
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inter alia, on its Proposed Case Calendars that any order to disclose classified information will 
likely require coordination with multiple federal organizations and estimated 45-60 days to 
coordinate a response. The prosecution recommends scheduling at least that amount of time 
between subsequent MRE 505(h) filings and a MRE 505(i) session. 

The prosecution requests a 26 October 2012 suspense for the defense to notify the 
prosecution of the information the defense intends to discuss with its own witnesses during 
interviews and notice of classified information the defense intends to elicit from its own 
witnesses during trial. See, supra, Section Ila. This notice will likely take longer to process, as 
some of the defense witnesses with whom the defense intends to share classified information are 
civilians who do possess security clearances. 

The prosecution requests a 16 November 2012 suspense for the defense to notify the 
prosecution of the classified information the defense intends to discuss with prosecution 
witnesses during interviews, as well as notice of classified information the defense intends to 
disclose during trial through witness testimony. See, supra. Sections Ila, b. 

The prosecution recommends that MRE 505(i) filings be scheduled for 11 January 2013 , 
with responses due on 18 January 2013 , and litigation on 28-29 January 2013 . 

This timeline assumes that the privilege will not have to be invoked and does not reflect 
the possibility of the Court permitting disclosure of classified information under MRE 
505(i)(4)(D) and the prosecution then requesting an alternative to disclosure. 




ASHDEN FEIN 
MAJ, JA 
Trial Counsel 



3 The defense stated in an RCM 802 conference on 1 7 October 20 1 2 that they intend to share classified information 
with Ambassador Galbraith, COL(R) Morris Davis and Professor Benkler who are all civilian witnesses. 
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